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Vulnerability Disclosure
CVE-2023-23594: Insufficient Access Controls - Web GUI (FIXED)

SATO America was made aware of a vulnerability in some versions of the printer firmware that could falsely
allow unauthorized users to access printer web configurations with a simple authentication bypass. The
firmware has been upgraded to unauthorize when improper authorization methods are sent.

For more information about printer firmware version and supported model, please contact us.

Credit: This issue was discovered by the Lockheed Martin Red Team and validated by SATO America
engineering team.
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